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Our results

Assuming 4 round oblivious transfer (OT), there exists a 4 round MPC 
protocol.

Indistinguishability security against malicious sender, and extraction of receiver bit.
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identity

Bob’s input

Don’t send fourth round message 
unless Alice proves honest behavior.

Challenge: Enforcing Honest Behavior



Our strategy 

14



Our strategy 

delayed semi-malicious protocol

14



Our strategy 

delayed semi-malicious protocol
known from OT 
[Benhamouda-Lin18]

14



Our strategy 

delayed semi-malicious protocol
known from OT 
[Benhamouda-Lin18]

14

zero-knowledge



Our strategy 

15

zero-knowledge



Our strategy 

15

zero-knowledge

Idea: Use conditional disclosure of secrets and (hopefully!) 4 
round zero-knowledge proofs.
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witness message+ =

If witness satisfies condition.

[Gertner-Ishai-Kushilevitz-Malkin98, Aiello-Ishai-Reingold01]
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everyone’s input and 
randomness Privacy?
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Public witness at the 
end of 4 rounds.
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“everyone behaved 
honestly”

CDS as safety net

Use 4 round zero 
knowledge proofs.
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garbled circuit

Requires 3 round zero-knowledge proofs!

OT

Interactive Witness Encryption
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zero-knowledge

simultaneous message model

third round hidden until the fourth round

Want 3 round zero-knowledge protocol in the simultaneous message 
model secure against verifiers who do not abort.
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promise zero-
knowledge

[Badrinarayanan-Goyal-Jain-Kalai-Khurana-Sahai18]

Want 3 round zero-knowledge protocol in the simultaneous message 
model secure against verifiers who do not abort assuming OT.
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promise zero-
knowledge

garbled circuit

oblivious transfer extractable 
commitment

Extraction by rewinding

to input and 
randomness
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challenger

𝑖

𝑖
𝑖 ∈ [𝑘]
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Bounded Rewind Secure Primitives

Assuming 4 round OT, there exists a 4 round rewind secure OT.
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4 round 1-Rewind Secure OT

receiver sender
𝑏 𝑥0, 𝑥1

When rewinding, use each in a separate rewind. Biased transcript!
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4 round 1-Rewind Secure OT

receiver sender

𝑏 = 𝑏1 ⊕𝑏2 𝑥0, 𝑥1

𝑏1 𝑏2
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Are we there yet?

Other challenges

non-malleability

Simulated proof proof

sound?

simulation-soundness [DDN91,Sah99]



66

Are we there yet?

Other challenges

non-malleability

more components in the final protocol
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