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[NashΩ51]: A (mixed) equilibrium always exists
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Every node has in 
and out degree ρSource

How easy is it to solve this?
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Reduction  

[Daskalakis-Goldberg-Papadimitriou 05],
[Chen-Deng 05]
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PPAD/CLS hardness can be based on
indistinguishability obfuscation (iO)
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If the path is verifiable, then Predecessoris for free.
Based on reversible computation [BennettΩ84]

EOML hardSVL hard
quasi-poly private key FE 

+ injective OWF hard

ώY{Ωмтϐ [HYΩ17]

άǊŜŀƭ 
cryptographers 
ŘƻƴΩǘ ǳǎŜ iOέ
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▓ȟ◐▓ȟⱫ▓

Љȟ◐ЉȟⱫЉ

Solving an instance of rSVL
solve #SAT instance •

break (computational) soundness ofⱫ
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Several Challenges:

Proof size has to be polynomial
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Soundness: if the Ὦ-th claim is falsethen ᶅ Ὣ ὼ the Ὦ ρ-th claim is also false

Unambiguous Soundness: if Ὣ ὼ Ὣ ὼ, then the Ὦ ρ-th claim isfalse 

even if ▒-th claim was true

Both with high probability over ‍ - Schwartz-Zippel.
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Fiat-Shamir for Sumcheck

Given Ὤ, no poly-time prover can find accepting proof:

1. “for a false statement ώ, or

2. “ “for true statement ώ

Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound

True if Ὤis a random oracle.
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Merge Proofs [Valiant’06]

ρȟώȟⱫ ὔȾςȟώȾȟⱫ╝Ⱦ ὔȾς ρȟώ ώȾȟⱫȿȿⱫ╝Ⱦ

Merge proofs for ώȾȟⱫ╝Ⱦ and ώȾȟⱫ╝Ⱦ

Proof size: ╟╝ ╟╝Ⱦ # Steps: ╣╝ ╣╝Ⱦ

Requires ΨΩsuper-extractableΩΩ SNARKs
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Open Problems

Instantiating Fiat-Shamir for sumcheck

Sampling small(ish) hard instances of NASH



Thank you. Questions?
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Algorithmica:
P = NP

Heuristica:
P NP
NP is easy-on-average

Pessiland:
NP is hard-on-average   ɰ
one-way functions

Minicrypt:
oɱne-way functions ɰ

public-key crypto

Cryptomania:
pɱublic-key crypto

Obfustopia:

iɱndistinguishability 
obfuscation

The Five Worlds of Impagliazzo

Factoring, DL, LWE

CRH, AES, SHA

Multilinear Maps

?

TFNP Hardness

PWPP Hardness

CLS Hardness

FS for sumcheck



Is Crypto hardness Necessary?
[Rosen-Segev -Shachaf õ17]

Black box separations

SVL hardness not essential for PPAD hardness

Basing PPAD hardness on OWFs:
cannot go through SVL, and 

must have exponential#sol


