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[Nash’51]: A (mixed) equilibrium always exists
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Not NP-hard unless NP=coNP
[Megiddo-Papadimitriou’89]
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How easy is it to solve this?
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PPAD/CLS hardness can be based on
indistinguishability obfuscation (iO)
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If the path is verifiable, then Predecessor is for free.

quasi-poly private key FE
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[KS"17] [HY’17]



Sink of Verifiable Line (SVL)
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If the path is verifiable, then Predecessor is for free.
Based on reversible computation [Bennett’84]
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Our Result

CLS is as hard as breaking
soundness of Fiat-Shamir when applied to the
sumcheck protocol
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Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound

Given h, no poly-time prover can find accepting proof:

1. || for a false statement y, or

2.|7t| # |m|for true statement y

True if h is a random oracle.
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Merge Proofs [Valiant’06]

Lyn [Ty N/2Zynj2 BNz N/2+ 1,y 4yy 2 | T w2 N, Yy 2tV 2| 2| 1T 2

Merge proofs for yy 2, (Tt /2| and y,'v/z, ﬂfv/z

Proof size: P(N) = P(N/2) #Steps: T(N) =2T (N/2)+ 1

Requires “super-extractable’ SNARKs
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New ldea: Incremental Merge
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Merge via (long) incrementally verifiable computation.

How long? O(T(N/2))

Proof size: P(N) = P(N/2) + poly(n)

#Steps: T(N) =dT (N/2) + poly(n)



New ldea: Incremental Merge
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How do you efficiently compute
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S S S
L Yi[Si]
S (i; Yir|Ti|) =1+ 1, ¥i1,{Tisq
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{g!+1(0); Y g{+1(d>} ;

Yi+1 = gj+1(,8j+1) ,3j+1 = h(ay, By, “j+1)
- - —
Jj + 1-th claim

size N/2/*1 |
claim (d + 2) size N/27*1 claims
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P(0) = log|F| T(0) = poly(log|F|)

P(n) = poly(n)



Parameters

P(0) = log|F| T(0) = poly(log|F|)

P(n) = poly(n) T(n) = 20



Open Problems

Instantiating Fiat-Shamir for sumcheck

Sampling small(ish) hard instances of NASH



Thank you. Questions?
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The Five Worlds of Impagliazzo

PWPP Hardness Factoring, DL, LWE

CRH, AES, SHA

Cryptomania:
3 public-key crypto

TENP Hardness
3 one-way functions #
public-key crypto
Pessiland:
NP is hard-on-average 3#
one-way functions

P # NP
NP is easy-on-average ’)
Algorithmica: FS for sumcheck Obfustobia:

P=NP 3 indistinguishability

obfuscation

CLS Hardness Multilinear Maps




[s Crypto hardness Necessary?
[Rosen-Segev-Shachaf'17]

Black box separations

SVL hardness not essential for PPAD hardness

Basing PPAD hardness on OWFs:

cannot go through SVL, and
must have exponential #sol



