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Reduction  

[Daskalakis-Goldberg-Papadimitriou 05],
[Chen-Deng 05]
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𝑣 𝑆(𝑣)𝑃(𝑣)0𝑛

PPAD/CLS hardness can be based on
indistinguishability obfuscation (iO)
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“real 
cryptographers 
don’t use iO”
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CLS is as hard as breaking 
soundness of Fiat-Shamir when applied to the 

sumcheck protocol
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𝛽1 ←𝑅 𝔽

𝑦1 ≔ 𝑔1(𝛽1)𝑔2 𝑥 ≔ 

𝑧3,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, 𝑥, 𝑧3, ⋯ , 𝑧𝑛)

𝑦1 ≔ 𝑔1(𝛽1)

𝑔1 0 ,⋯ , 𝑔1(𝑑)



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝑔1(𝑥)

𝑔1 0 + 𝑔1 1 =
?
𝑦

𝑔1 𝑥 ≔ 

𝑧2,⋯,𝑧𝑛∈{0,1}

𝑓(𝑥, 𝑧2, ⋯ , 𝑧𝑛)

𝛽1
𝛽1 ←𝑅 𝔽

𝑦1 ≔ 𝑔1(𝛽1)𝑔2 𝑥 ≔ 

𝑧3,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, 𝑥, 𝑧3, ⋯ , 𝑧𝑛)

𝑔2(𝑥)

𝑦1 ≔ 𝑔1(𝛽1)

𝑔1 0 ,⋯ , 𝑔1(𝑑)



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔1(𝑥)

.

.

.



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗 𝛽𝑗 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim

𝛽𝑗 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim
.
.
.

𝛽𝑗 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim

𝛽𝑛−1

.

.

.

𝑔𝑛(𝑥)

𝛽𝑗 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim

𝛽𝑛−1

.

.

.

𝑔𝑛(𝑥)

𝛽𝑗 ←𝑅 𝔽

𝛽𝑛 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim

𝛽𝑛−1

.

.

.

𝑔𝑛(𝑥)
𝑓 𝛽1, ⋯ , 𝛽𝑛 =

?
𝑔𝑛 𝛽𝑛

𝛽𝑗 ←𝑅 𝔽

𝛽𝑛 ←𝑅 𝔽



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim

𝛽𝑛−1

.

.

.

𝑔𝑛(𝑥)
𝑓 𝛽1, ⋯ , 𝛽𝑛 =

?
𝑔𝑛 𝛽𝑛

𝛽𝑗 ←𝑅 𝔽

𝛽𝑛 ←𝑅 𝔽

size 𝑵 = 𝟐𝒏

claim



Sumcheck Protocol
The sum  

σ𝑧∈ 0,1 𝑛 𝑓(𝑧) is some 

value 𝑦 Prove it!

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

.

.

.
𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

𝑔𝑗 0 + 𝑔𝑗 1 =
?
𝑔𝑗−1 𝛽𝑗−1

𝛽𝑗
𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝒋-th claim

𝛽𝑛−1

.

.

.

𝑔𝑛(𝑥)
𝑓 𝛽1, ⋯ , 𝛽𝑛 =

?
𝑔𝑛 𝛽𝑛

𝛽𝑗 ←𝑅 𝔽

𝛽𝑛 ←𝑅 𝔽

size 𝑵 = 𝟐𝒏

claim

size 𝑵/𝟐𝒋

claim



The 𝑗-th claim

𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)



The 𝑗-th claim

𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)



𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝛽𝑗 , 𝑧𝑗+1, ⋯ , 𝑧𝑛) =
?
𝑦𝑗



The 𝑗-th claim

𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)



𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝛽𝑗 , 𝑧𝑗+1, ⋯ , 𝑧𝑛) =
?
𝑦𝑗

size 𝑵/𝟐𝒋

claim



The 𝑗-th claim

𝑦𝑗 ≔ 𝑔𝑗(𝛽𝑗)

𝑔𝑗 𝑥 ≔ 

𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝑥, 𝑧𝑗+1, ⋯ , 𝑧𝑛)

Recall



𝑧𝑗+1,⋯,𝑧𝑛∈{0,1}

𝑓(𝛽1, ⋯ , 𝛽𝑗−1 , 𝛽𝑗 , 𝑧𝑗+1, ⋯ , 𝑧𝑛) =
?
𝑦𝑗

size 𝑵/𝟐𝒋

claim



Soundness

Soundness: if the 𝑗-th claim is false then ∀ 𝑔𝑗+1(𝑥) the (𝑗 + 1)-th claim is also false



Soundness

Soundness: if the 𝑗-th claim is false then ∀ 𝑔𝑗+1(𝑥) the (𝑗 + 1)-th claim is also false

Unambiguous Soundness: if 𝑔𝑗+1(𝑥) ≠ 𝑔𝑗+1(𝑥), then the (𝑗 + 1)-th claim is false 

even if 𝒋-th claim was true



Soundness

Soundness: if the 𝑗-th claim is false then ∀ 𝑔𝑗+1(𝑥) the (𝑗 + 1)-th claim is also false

Unambiguous Soundness: if 𝑔𝑗+1(𝑥) ≠ 𝑔𝑗+1(𝑥), then the (𝑗 + 1)-th claim is false 

even if 𝒋-th claim was true

Both with high probability over 𝛽𝑗+1 - Schwartz-Zippel.



Basic Idea

1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:

Proof size has to be polynomial



Basic Idea

1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:

Proof size has to be polynomial
Sumcheck protocol



Basic Idea

1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:

Proof size has to be polynomial
Sumcheck protocol

Sumcheck Protocol is interactive



[Fiat-Shamir’86] Transformation 
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[Fiat-Shamir’86] Transformation 

Fiat-Shamir 
Transform



[Fiat-Shamir’86] Transformation 

Fiat-Shamir 
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[Fiat-Shamir’86] Transformation 

Fiat-Shamir 
Transform

Replaced by a hash function ℎ



[Fiat-Shamir’86] Transformation 

Fiat-Shamir 
Transform

=ℎ

Replaced by a hash function ℎ



Fiat-Shamir for Sumcheck

= ℎ .
.
.

𝛽1

𝑔𝑗(𝑥)

𝑔1(𝑥)

𝛽𝑗



Fiat-Shamir for Sumcheck

Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound



Fiat-Shamir for Sumcheck

Given ℎ, no poly-time prover can find accepting proof:

Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound



Fiat-Shamir for Sumcheck

Given ℎ, no poly-time prover can find accepting proof:

1. 𝜋 for a false statement 𝑦, or

Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound



Fiat-Shamir for Sumcheck

Given ℎ, no poly-time prover can find accepting proof:

1. 𝜋 for a false statement 𝑦, or

2. 𝜋 ≠ 𝜋 for true statement 𝑦

Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound



Fiat-Shamir for Sumcheck

Given ℎ, no poly-time prover can find accepting proof:

1. 𝜋 for a false statement 𝑦, or

2. 𝜋 ≠ 𝜋 for true statement 𝑦

Assumption
Resulting non-interactive (determinstic) argument is (adaptively) unambiguously sound

True if ℎ is a random oracle.



Basic Idea

1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:

Proof size has to be polynomial

Sumcheck protocol

Sumcheck Protocol is interactive
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1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:
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Fiat-Shamir Transform



Basic Idea

1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:

Proof size has to be polynomial

Sumcheck protocol

Sumcheck Protocol is interactive

Fiat-Shamir Transform

Computing 𝑺 𝒊, 𝒚𝒊 , 𝝅𝒊



Basic Idea

1, 𝑦1, 𝝅𝟏 𝑖, 𝑦𝑖 , 𝝅𝒊 𝑁, 𝑦𝑁 , 𝝅𝑵

Several Challenges:

Proof size has to be polynomial

Sumcheck protocol

Sumcheck Protocol is interactive

Fiat-Shamir Transform

Computing 𝑺 𝒊, 𝒚𝒊 , 𝝅𝒊

Incremental Proof Updates



Incremental Proof Updates

1, 𝑦1, 𝝅𝟏 𝑖′, 𝑦𝑖′ , 𝝅𝒊′ 𝑁, 𝑦𝑁 , 𝝅𝑵
𝑖, 𝑦𝑖 , 𝝅𝒊



Incremental Proof Updates

1, 𝑦1, 𝝅𝟏 𝑖′, 𝑦𝑖′ , 𝝅𝒊′ 𝑁, 𝑦𝑁 , 𝝅𝑵
𝑖, 𝑦𝑖 , 𝝅𝒊



Incremental Proof Updates

1, 𝑦1, 𝝅𝟏 𝑖′, 𝑦𝑖′ , 𝝅𝒊′ 𝑁, 𝑦𝑁 , 𝝅𝑵
𝑖, 𝑦𝑖 , 𝝅𝒊



Incremental Proof Updates

1, 𝑦1, 𝝅𝟏 𝑖′, 𝑦𝑖′ , 𝝅𝒊′ 𝑁, 𝑦𝑁 , 𝝅𝑵
𝑖, 𝑦𝑖 , 𝝅𝒊

𝑗, 𝑦𝑗 , 𝝅𝟏 𝝅𝟐 ⋯ 𝝅𝒑(𝒏)



𝑇, 𝑦𝑇 , 𝝅𝑻

Incremental Proof Updates

1, 𝑦1, 𝝅𝟏 𝑖′, 𝑦𝑖′ , 𝝅𝒊′
𝑖, 𝑦𝑖 , 𝝅𝒊

𝑗, 𝑦𝑗 , 𝝅𝟏 𝝅𝟐 ⋯ 𝝅𝒑(𝒏)

𝑦𝑗 ∈ 𝔽

𝑇 = 2𝑂(𝑛)

# of Ԧ𝑧 ≤ 2𝑛 such that 𝜑 Ԧ𝑧 = 1



Naïve Recursive Construction

1, 𝑦1, 𝝅𝟏 𝑁/2, 𝑦𝑁/2, 𝝅𝑵/𝟐 𝑁/2 + 1, 𝑦1
′+𝑦𝑁/2, 𝝅𝟏

′ ||𝝅𝑵/𝟐

Construction for 𝑁/2 → to construction for 𝑁

First 𝑁/2 assignments: Do recursively

Second N/2 assignments: Add second proof 𝑦𝑖 , 𝝅𝒊



𝑁, 𝑦𝑁/2
′ +𝑦𝑁/2, 𝝅𝑵/𝟐

′ ||𝝅𝑵/𝟐

Naïve Recursive Construction

1, 𝑦1, 𝝅𝟏 𝑁/2, 𝑦𝑁/2, 𝝅𝑵/𝟐 𝑁/2 + 1, 𝑦1
′+𝑦𝑁/2, 𝝅𝟏

′ ||𝝅𝑵/𝟐

Construction for 𝑁/2 → to construction for 𝑁

First 𝑁/2 assignments: Do recursively
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Open Problems

Instantiating Fiat-Shamir for sumcheck

Sampling small(ish) hard instances of NASH



Thank you. Questions?



Algorithmica:
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Heuristica:
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NP is easy-on-average

Pessiland:
NP is hard-on-average   ∄
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∃ one-way functions ∄
public-key crypto

Cryptomania:
∃ public-key crypto
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Is Crypto hardness Necessary?
[Rosen-Segev-Shachaf’17]

Black box separations

SVL hardness not essential for PPAD hardness

Basing PPAD hardness on OWFs:
cannot go through SVL, and 

must have exponential #sol


