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vk := KeyAgg (VKky, ..., Vk,,)

m,04
o = SignAgg (m,0y, ..., 0,), M
m,0, - = >
' m,G3 Aggregator Verifier
\ , Verify(vk, m, a)i1
sk,, vk, \
sk, vk vk and G are succinct — independent of number of signers.

Verification is fast.
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vk := KeyAgg (VKky, ..., Vk,,)

Recent works [Garg-Jain-Mukherjee-Sinha-Wang-Zhang’24,
Das-Camacho-Xiang-Nieto-Biinz-Ren’23] remove the need

for an interactive “Setup” for specific schemes, but in
idealized models.
\ ~
Skz,sz \

sk, vk Can verify without knowledge of which parties signed.

Extended to monotone policies f: {0,1}" — {0,1}.
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vk := KeyAgg (VKky, ..., Vk,,)

~
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m,o4q
sky, vky 6 = SignAgg (m{oi}icr )vm a
>
' m,o3 Aggregator Verifier
\ , Collects I signatures such that Verify(\/IE m 6);1
sk,, vk, \ fih=1

sks, vks
Motivation: Distributed Voting.
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QOur Results

Monotone Policy Aggregate
BARGs » Signatures for read-once 0O (logn)

space monotone policies.

Examples: threshold, weighted threshold.

Aggregation time in threshold grows with
threshold t (not n).



Construction of BARGs

LWE

DLIN

Sub-exp DDH BARGS

+ QR

C

Sub-exp DDH
C

QR — Quadratic residuosity, LWE — Learning with Error, DDH — Decisional Diffie-Hellman,
DLIN — Decisional Linear Assumption over Bilinear Groups.
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QOur Results

Monotone Policy Aggregate

BARGs

+ FHE

> Signatures for read-once O (logn)
space monotone policies.

Weakly Secure monotone Policy

Recently [Nassar-Waters-Wu’24] construct static secure
monotone Policy Aggregate Signatures for poly size
monotone circuits challenge message is declared first.

> Aggregate Signatures for poly
size monotone circuits.
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Non-Interactive Batch Arguments (or BARGs)

CRS
lw| - poly()
I @
>
X1, Xn X1, X I1 is publicly verifiable

No PPT & can produce accepting II if

L={x|3ws.t. R (x,w) = 1}
i* € [n], x; XK L

Vi € [n], X; € L



somewhere extractable BARGs

CRSj, td « Setup(j)

w « Extract(Il, td)
If IT verifies, RL(xj, W) =1



somewhere extractable BARGs

CRSj, td « Setup(j)

w « Extract(Il, td)
If IT verifies, RL(xj, W) =1

CRS; hides j
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KeyAgg (vky, ..., VK,;,) SignAgg (m, 04, ..., 0;,)

vk = MerkleRoot(vky, ..., vk,,) x; = i,m,vk
W; = Vki,O'l',Tl'l'

0 = BARG(x{ ..., X5, Wq, oo, Wy)

The n statements have a succinct representation -
Statement: i, m, vk m, VK, n and thus the BARG proof can be verified

Witness: vK;, 0;, TT; quickly without dependence on n.

s.t. 77; is a valid opening to vk; AND Verify(vk;,m,o;)=1
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Security Proof

Signature Scheme
Challenger

vk*

Can a keep avoiding i*?

No! Avoidance can be checked from

i* and T TTTT

Would break CRS indistinguishability.

[« [n]

CRS;+, td « Setup(i®)

i*

vk*

o" = Extract(Il, td)

CRS;-

vk* key

—
sign z

vKy, ..., VK,
<




Aggregate

seBARG >

Signatures



se monotone ? Monotone policy

> aggregate

policy BARG Signatures



Monotone Policy BARGs (pBARG:s)

Monotone Policy i
f:{0,1}"~ {0,1}
lwl - poly(2)
< R -
I s
>
X1, Xn X1, X IT is publicly verifiable

{Wilier

L={x|3ws.t. R (x,w) = 1}

f(by,....,b,) =1 where b; = 1iffi €1
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Example:
For t-out-of-n threshold, any set | of
sizen —t + 1 is necessary.

] € [n]is necessary for f if f(by,...,b,;) = 0 where b; = 0iffi €]
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KeyAgg (vKy, ..., VK;) SignAgg (m, {0, }ic/)

vk = MerkleRoot(vky, ..., vk,,) x; = i,m,vk
W; = Vki,O'l',TL'i or Lifi &1

0 = pBARG(X1 v, Xy, W1, vny Wiy)

Statement: i, m, vk
Witness: vKk;, 0}, 1T;

s.t. 77; is a valid opening to vk; AND Verify(vk;,m,o;)=1
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vk := KeyAgg (Vky, ..., Vk,,)

vky

Challenger

Vki

vk,

\

key
. vk; generated by z
sign
sign vk;, m* queried
vKky, ..., VK,
m*, &

z 1. Verify(vkm*, 6)=1
wins if

2. ] is necessary.
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Fails unless guessed .

vKy, ..., VK,

J
J7is the same as EEEEE s
adaptively chosen J. EEEEEEE

] vk*

May be exponentially -

. o" = Extract(Il, td) for some j € J*
many /.
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w « Extract(II, td)
If II verifies, RL(xj,W) = 1 for some j € |
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Monotone Policy
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CRS

w « Extract(II, td)
If IT verifies, RL(xj,W) = 1 for some j € | with probability = 1/n

] € [n]is necessary for f if f(by,...,b,;) = 0 where b; = 0iffi €]
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Previous Attempt

Random necessary set ™

CRS;+, td « Setup(J™)
vk”*

vk* key

 —
sign z
Fails unless guessed .

vKy, ..., VK,

J
J7is the same as EEEEE s
adaptively chosen J. EEEEEEE

] vk*

May be exponentially -

. o" = Extract(Il, td) for some j € J*
many /.




Previous Attempt

ldea: Extract at a random index rather

Fails unless guessed than a random necessary set.

J*is the same as
adaptively chosen J.

May be exponentially
many /.
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x, o Wi cy Batch Vi € |n]

% o - - Statement: X;
Witness: C;_1, W;, C;

st. C; = Cj_q + RL(Xi;Wi)

xn Cn—l Wn Cn

O (logn) bits

C; = Cj—q + Ry (x;,wy)



Threshold BARG with Adaptive Subset Extraction

x, o Wi Cy Batch Vi € |n]

% o - - Statement: X;
Witness: C;_1, W;, C;

st. C; = Cj_q + RL(Xi;Wi)

xn Cn—l Wn Cn

O (logn) bits

C; = Cj—q + Ry (x;,wy)
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x, o Wi cy Batch Vi € |n]

x; w - - Statement: x;, rt
Witness: Ci—1,10i—1,Wy;, Ci, TT;

st. C; = Cj_q + RL(Xi,Wi)

— ;41 valid opening to ¢;_4

0(logn) bi : :
(logn) bits m;  valid opening to ¢;




Threshold BARG with Adaptive Subset Extraction

x, o Wi cy Batch Vi € |n]

% o - - Statement: X;
Witness: C;_1, W;, C;

st. C; = Cj_q + RL(Xi;Wi)

O (logn) bits
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CRS

Wl,...,W

" Count BARG
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CRSj, td « Setup(j)

w « Extract(II, td)
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j < [n]
CRSj, td « Setup(j)
Can a keep avoiding j by

setting w; =12 CRS

Checking requires extracting N
using td = cannot rely on
CRS hiding. w « Extract(Il, td)

Pr[j € J AR, (x;,w;) = 1] ~ 1/n

j<n]
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Adaptive Subset Extraction

j < [n]
CRS;, td « Setup(j)
Can a keep avoiding j by

setting w; =12 CRS

Sufficient to determine which —
statements were frue fo
perform above check. w « Extract(T], td)

Goal: Determine which t statements proved were true.



Adaptive Subset Extraction

j < [n]
CRS;, td « Setup(j)
Can a keep avoiding j by

setting w; =12 CRS

Sufficient to determine which —
statements were frue fo
perform above check. w « Extract(T], td)

roximately Simulate

Ap
Goqi): Petermine which t statements proved were true.



There exists a simulator Sim such that for all j € [n]

Real (/) Ideal (§)

CRS;, td « Setup(j)

CRS] xl’ ""xn' Wl’ ”.’Wnl] “— Slm()
I, ] = f|J|<k—tor|{w; #1}| <t
) X157 s Xn abort

Cj—1,W, ¢j < Extract(td)
Output (x;, W) Output (xj, w;)
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Real()) Ideal (j)

CRS;, td « Setup(j)

CRS] xl)'”)xn) W]_).”)WTU] S Slm()
I = W|J|<k—-tor|{w; #L1}| <t
<
N abort
Cj—1,W, ¢j < Extract(td)
Output (xj, W) Output (x;j, w;)

Pr][RL(x-,Wj) = 1] ~t/n

jeln



There exists a simulator Sim such that for all j € [n]

Real()) Ideal (j)

CRS;, td « Setup(j)

CRS] xl;”';xn) W]_).”)Wnl] S Slm()
y = || <k—tor|{w #L} <t
D Py abort
Cj—1,W, ¢j < Extract(td)
Output (xj, W) Output (x;, wj)
Pr [RL(x, ]) = 1] ~t/n — Pr [RL(x, ]) = 1] ~t/n

je<[n] jeln]



There exists a simulator Sim such that for all j € [n]

Real())

CRS;, td « Setup(j)

Cj—1,W, ¢j < Extract(td)
Output (Xj, W)

Pr][RL(x-,Wj) = 1] ~t/n

jeIn



There exists a simulator Sim such that for all j € [n]

Real(j)
CRS;, td « Setup(j) Pis [Ru(xjw;) = 1] = t/n

Ci—1,W,Cj < Extract(td)
Output (Xj, W)



There exists a simulator Sim such that for all j € [n]

Real())
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